A practical approach to GDPR

What has been done in practice for GDPR
compliance in a complex startup
incubator-like environment with many
teams, many products and heavy usage
of cloud services.
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GDPR does not prohibit personal
data processing. It just sets rules
to protect people from unwanted
personal data use.
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Based on a true story



Understanding personal data processing



YEAHIFYOU COULD JUST TELL ME ® Whereare we processing
= WHAT'S GOING ON

personal data?
e Forwhat purposes?
e How?
e Whosedataisit?
e Whereisitcoming from?

e Do we have all data processing
agreements in place?

e How long should we store

'I'HAT WOULD BE o

e Do we have security measures

G R EAT in place?




Spreadsheets to the rescue! ... or not?

Data we needed had several layers: T T T B I
. 1| #VA | #NA | #NA | #NA | #N/A | BN/A | BN/A | #NJA | #NVA VA #NJA . #NA | #NAA

2| #WA | ENA | ENA | #NIA | /A | BN/A | BNA | #NIA | BNJA | ENIA | ENIA | #NIA | BN/A

3| MNA | #NA | #NA | ENIA | BN/A | BN/A | BN/A | EN/A | EN/A ENVA | #NJA L #NA | #NAA

Product 4| BNA | ENA | ENA | ENJA | EN/A | EN/A | ENJA | EN/A | EN/A | ENIA | ENIA | EN/A | EN/A

5| #NA | ENA | ENA | ENA #NA | ENA | ENA | EN/A

\ 6| #NA | ENA | ENA | #NIA #NA | HNA | ENA | ENA

T | ENA | ENA | #NA | #NA #NA | HNA | ENA | ENA

8| #NA | #NA | #NA | #NA #NA | HNA | ENA | #NA

9| #UA | #NA | #NVA | #NA
10| #UA | AN/A | HNA | #NIA
11| #WA | #NA | HNA | #NA
12| #WA | ENA | BNA | #NA
13| HNWA | BN/A | A | #NA
14| HN/A | HNIA | BNJA | #NIA
15| #WA | #NA | #VA | #NA
16| #VA | #NA | #NA | ANA
17| #WA | #NA | #NA | #NA

Sources
18| #N/A ENA | #N/A EN/A

Subjects 19] #NA | HNA | #NA | #NA

20| ANA | ENIA | BNA | #NIA
21| #NA | BNJA | BN/A | AN/A
Pr in 22| #NA | ENA | ENA | ENA

ocessing types 23| HWA | ENIA | ENA | ENA
24| #UA | #NA | HUA | #NA

. . . 25| #N/A | #N/A | AN/A | #NIA
Retention policies 2| #WA | #NA | A | #NA
27| #NA | BNA | BNA

28| #N/A #N/A #N/A

#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A #N/A
#N/A #N/A #N/A
#N/A #N/A #N/A

. . 29| #NA EN/A #N/A

Third-party services 30| #WA #VA #N/A

31| #NA EN/A

32| #wA #N/A

i 33| #VA #N/A
Securlty N EENIESS 4| #A 2N/A
351 #VA #N/A

https://www.fiverr.com/imabus/be-your-complete-excel-superhero



The scale of the problem
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The Data Mapping Tool

Product 1 Use case 1096 Change us Product 1 Use case 1096 Product 1

Use case data Use case profile Use case data Data Category Group 7 // Data Category 30 Select a use case to work on from the dropdown above, or click
the + to add a new use case
Name Data sources
Data Category 77 T ene e Data Category 77 ,S:;::‘:h data sources from which the data in this use case is being pulled. Potentially missing items can be added on i S A R S R TR g
| em——— Retention policies
Data Category 30 Data Category 30 f— [E—
Data Category 31 Description . Data Category Group 1
Salect the services, systems and (and-user) devices (i not partof a cluster) that are used to store or otharwise process i 7 P =
Data Category 85 R T Data Category 85 this data in this use case, or to which it is being transferred. Potentially missing items can be added on requested. Data Category 20 ‘Dymm\c([vu v H Retention reason for the data use 1246 ‘

[ ] Data Category Group 7

Data Category 57 s e e e o e Data Category 26 0..1day | Retention reason for the data use 3303
Critical use case Data Category 30 Dynamic (Ever v | Retention reason for the data use 1211
Chack blow i stopping ths use case is crtical o the product (dscontinuation or significant restriction of
Data Category 87 functionality/service). Data Category 87 Clusters (Services, Systems and Devices) Data Category 31 Dynamic (Ever v | Retention reason for the data use 3282
Data Category 74 Salect clustes for sarvicas, systems and (and-user) devices that are usad to store or otherwise process this data n this
sitd VA Data Catsgory 74 use case, or to Which It s belng transferred. Potentially missing tems can be added on requested. Data Category 33 Dynamic (Ever | Retention reason for the data use 3283
[ Data Category 38 Dynamic (Ever v | Retention reason for the data use 1180
Data Category 15 Purpose )
P bels it Data Category 39 1month ... 2y Vv || Retention reason for the data use 1010
essential critrionfo legal asessment - carefullyselect fom the drop-down s, orcontact the
data nventory team should nane of the suggested tems ft tis usa case. ;
Processing types Data Category 85 1day...1mon v | Retention reason for the data use 1189
‘ e v Ak spacifc processing types for this data n thi uss case, where appilicable i
‘ Data Category 93 Tmonth .. 2y v | Retention reason for the data use 3298
_ Data Category Group 9
State Data Category 57 1month .2y v {pmm on reason for the data use 1017
‘ Current Y Actions Data Category Group 12
Data Category 67 Tmonth .. 2y v | Retention reason for the data use 3285
Owner role Data Category 68 Tmonth... 2y, v [ Retention reason for the data use 1250
This field is being filled-in by the legal team. Copy data category attributes
® Copy ‘data sources, services;, and ‘processing types' rom ona data category to anather. Data Category 81 1month... 2y, | Retention reason for the data use 3288
Data Category Group 13
Data Category 69 1month .. 2y v || Retention reason for the data use 3300
AL atherrats USEE Data Category 70 1month .. 2y v || Retention reason for the data use 1203
Data subject categories and their location. Data Category 77 Dynamic (Ever v | Retention reason for the data use 3287
Select the data sublect categories the product i targeting, and thelr expected typical gaopalicl location

e | e Data Category Gronei10
_ Data Category 74 ‘ Dynamic (Ever v || Retention reason for the data use 1185 ‘

Security Measures link Data Category Group 19
Link t0a document deseribing security measures applied for ths use case. Please use semicolon as a delimiter
if there are many.

Use case data

Add or remove data categories
Select the data collected, transterred, o atherwise processed by your produc i thi use case. Missng tems

can be added on request




Consents and objections management



Permissions Management Ul e e

http://privacy.telenordigital.com

Control your settings

<& Capture A

e Privacy tour

e Permissions Management

O CO n Se n tS Capture can process my images, so that it
can provide me with content categorisation.

Control your settings

v Help us improve

v

Show details

o Automatically accepted

~ Stay up to date

Capture can provide me with tips to improve my app

ObjeCtionS v Helpusimprove
e Datasubjectrights - ~
o Request forms ~ Sayuptodate

Capture can provide me with tips to -§ Telenor Digital v
improve my app experience and other

O EX po rtS Sto ra ge relevant suggestions via:

experience and other relevant suggestions via:

Push notifications

Push notifications

e Legal documents

SMS

o Terms of use
o Privacy Notice

10


http://privacy.telenordigital.com

Built-in A/B testin

$ 0 ® T .4 100%@10.38 0 ® F.40100%@10.37

Datafirst @ Value first

@
o>

Oppdaterte Oppdaterte
brukervilkar brukervilkar

Nar du registrerer deg godtar du de oppdaterte Nér du registrerer deg godtar du de oppdaterte
brukervilkérene & personvern. brukervilkdrene & personvern.

Fa mer ut av Telenor Fa mer ut av Telenor

Del min kontakt- og MinSky- Jeg er interessert i tilpassede kam-
informasjon (f.eks. hvor ofte jeg bruker panjer (f.eks. relevante tjenester eller
appen) med Telenor, slik at jeg kan fa tilbud). Del min kontaktinformasjon og
tilbud som passer meg. “Capture”-data med Telenor.

Conversion Rate Opt In (%)

FORTSETT FORTSETT
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Different channel types support

eeeee Telenor LTE 12:00 9 3} 75% W 5
; X
( Messages Capture Details w
sign in), for product improvements.
Capture sends tips to - Telenor A/S (Denmark) ~
Improve your app
experience. Answer NO
to stop. -{ Telenor Capture AS ~ : Bonkant @
If you allow us to see what you use your phone for - we will be able to send you offers and discounts
v Stay up to date with My tailormade for you.
Contacts - Share your habits and get:
* Relevant experiences
v Help us improve ‘ ¢ Personal discounts
Hide details A
~ Stay up to date with Capture - | accept that Telenor A/S may collect and process data | generate on my phone (ex. browser history,
posts on social media and apps) from the communication devices that use Telenor A/S’ network in
Capture can provide me with tips to connection with the subscription agreement(s) | have entered with Telenor A/S. Telenor A/S may
improve my app experience and other contact me via e-mail, sms, mms, Facebook, My Telenor, push messages via app and telephone based
relevant suggestions via: on data with the following purposes:
Push notifications w2 ¢ Personal news and offers on mobile and fixed telephony, TV, Internet, entertainment services
B and hardware products.
Email L4
* Recommendations for apps and services that helps you in your everyday life
SMS v

Send

SMS App Web page

12
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Under the cover

applying decisions to the data processing



Data processing

Single checks
“can | trace this user session for
product improvement?”

— make a REST API call before
tracing

14

Bulk latency insensitive checks
“which users in the audience
agreed to marketing?”

— get a decision dump, merge
with the audience, filter out
those who didn’t agree



Data processing

Latency sensitive or extremely bulky checks
“Can | personalise this banner?”, “Who can | provide personalised offers?”

— a local cache updated real-time from a changes queue

Permission
> Changes queue & Cache updater Local cache 4 Data processor
Management Kafka Kafka consumer E.g. marketing engine

Relational DB

15



ID Mapping



Problem statement

17

Permissions Management Ul uses
Telenor’s global customer identifier —
CONNECT ID

Some data processing systems use

different customer identifiers
and have no clue about related CONNECT ID

Some of them even use subscription
identifiers

Programmatic marketing platforms
use... cookies! g ®

https://www.ta

rget.com/p/ses

ame-street-fee

d-me-cookie-m

onster/-/A-5333
1819

, -‘., “

sml U"”snl

https://www.wattpad. com/599678228 a- book of relatable- thlngs and-other-funny-stuff-3



The solution: a bit of master data management

ID links
Message queue
ID link sources <:

Micro- batch processor

ID links

Data processor

Permissions linked to the

ID type particular - Permissions
decision source operates Permissions linked to IDs
. . ith
Decision sources wit / data processor
\E! nagement understands

18
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Data subject right requests automation



Don’t just give a button, explain first

-9

Make a request

- v —_—
°-  — <7

Step1

Telenor Capture

Telenor Digital

Access information —_

Here you can request a dataset of your personal
information that Telenor Digital have processed.

If you are interested in information related to
your phone network such as call logs, bill
payments etc, please contact your local Telenor
customer service.

Object to data processing -+

Correct your data -1

20
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Export Request
e © = ~
Step 2

Telenor Digital

Before submitting a request, it is important that
you read the information below.

You should have in mind that your personal data
is personal to you, and so should store the
archive securely on download.

What can | expect? —_

The dataset may not be in a very readable
format. Here are examples of what you might
receive:

From CONNECT ID:

e Profile information such as name,
email, phone number

e |ocale activation code and it’s timeout

-9

Export Request
e © = x
Step 2
~ What can | expect? -+
How we do it —_—

It can take up to 30 days to resolve your
request and provide you with the dataset.

e Customer Care will receive your request
after you submit it. They will get in contact
with you if they need extra details.

e The correspondence between you and
Customer Care will be in English.

e Assoon as the dataset is ready,
Customer Care will send you an email with
a link for downloading.

* You can also find the dataset under the
see your downloads page.

-9

Submit request

@006 ~

Step 3

Telenor Digital

You are about to request insight into what
personal data we process. You may expect up to
30 days for the request to be completed.

~ Access information -+
~ What can | expect? -
~ Howwedoit 4



Data subject rights fulfillment

’ @ : - Automation

Make a request Request history i -
engines ~

o — ﬂ
5= = 2
Step1 Telenor Capture Telenor Digital N\

Telenor Capture Telenor Digital Request to access your data: history

Telenor Digital AS provides global services within the Telenor Group. - Data Lake & Cloud Bl ~
This includes CONNECT ID, our single-sign-on solution used to sign in
to websites and apps.

\

| API

. .
YourDataReport.zip 26.02.2019 v P e | | ] | SS | O n S . . .
Access information - M File sharing solution
Here you can request a dataset of your personal information that g
Telenor Digital have processed. U |
If you are interested in information related to your phone network '
such as call logs, bill payments etc, please contact your local Telenor
customer service. ,
Request pending ’
i It seems you already have a pending request. Please get '

in touch with customer service via the email sent to you. 9 d k
Service desks

Object to data processing =+ + I

Correct your data =+
/
Delete your data -+ /
System owners _
Delete your CONNECT account =+
On the scene Behind the scene

21
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Thanks!

Questions?

Andrey Mostovykh
Senior Data Architect

Data Management & Insights
Telenor Digital

telenor group



